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Elisa Bertino

Samuel D. Conte Professor, Computer Science at Purdue University

Title: AI and Cooperation

Abstract

Artificial Intelligence (AI) techniques are enabling fully automate decision making processes.
However, it is critical that humans remain in the loop. We thus need ways to work cooperatively
with Al systems. Also different Al systems may have to cooperate and thus need to be able to
"understand" each other decisions. There is a vital need for research in "Al and Cooperation"
that seeks to understand the ways in which systems of Als, and systems of Als with people can
engender cooperative behavior. In this talk, we discuss a few research directions related to Al
and cooperation. Explanations and symbolic representations of decision policies learned from
data are one such research direction. Then, as an example, we present Polisma, a framework
based on a pipeline of different techniques to learn attribute-based access control (ABAC) rules
from logs of access control decisions and potential context information obtained from external
sources (e.g., LDAP directories). ABAC is being widely adopted due to its flexibility in
capturing authorizations in terms of the properties (attributes) of users and resources. However,
specifying ABAC policies is a complex task due to the variety of such attributes. Polisma,
combines data mining, statistical, and machine learning techniques to learn access control rules
that can then be easily understood by end-users, auditors, systems administrators. We have
experimentally evaluated Polisma using two datasets (real and synthetic). Experimental results
show that Polisma is able to generate ABAC policies that accurately control access requests.

Short Bio

Elisa Bertino is the Samuel D. Conte Professor of Computer Science at Purdue University. She
serves as Director of the Purdue Cyberspace Security Lab (Cyber2Slab). In her role as Director
of Cyber2SLab she leads multi-disciplinary research in data security and privacy. Prior to
joining Purdue, she was a professor and department head at the Department of Computer
Science and Communication of the University of Milan. She has been a visiting researcher at
the IBM Research Laboratory (now Almaden) in San Jose, at the Microelectronics and
Computer Technology Corporation, at Telcordia Technologies, and visiting professor at the
Singapore Management University and the National University of Singapore. Her recent
research focuses on cybersecurity and privacy of cellular networks and IoT systems, and edge
analytics and machine learning for cybersecurity. Elisa Bertino is a Fellow member of IEEE,
ACM, and AAAS. She received the 2002 IEEE Computer Society Technical Achievement
Award for “For outstanding contributions to database systems and database security and
advanced data management systems”, the 2005 IEEE Computer Society Tsutomu Kanai Award
for “Pioneering and innovative research contributions to secure distributed systems”, the 2014
ACM SIGSAC Outstanding Contributions Award with citation “For her seminal research
contributions and outstanding leadership to data security and privacy for the past 25 years”,
and the 2019-2020 ACM Athena Lecturer Award. She recently received the IEEE 2021
Innovation in Societal Infrastructure Award for “For advancing the security and privacy of new-
generation cellular networks.
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Today, more Artificial Intelligence (Al) empowered medical and health technologies have
left clinical settings and become a part of everyday life. For example, technologies for TCM
(Traditional Chinese Medicine) based diagnosis, used to be employed only in clinic settings,
now have become easily available on our mobile phones. Some aspects of our health (e.g. stress,
sleep) that could only be examined in the lab can now be automatically and continuously
tracked with our wearable devices. While these technologies suggest new and promising
approaches to healthcare, studies have also revealed a range of challenges for them to be taken
into effective use for everyday health. In this talk, I will draw on some of the studies to illustrate
these challenges, including increased complexity introduced by the more varied everyday
settings, the lack of expertise for health data interpretation, and more, and will discuss
implications for everyday intelligent technologies.
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